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Introduction

“The potential unleased from everything being connected to everything else is amazing”

Imagine that you’re living in the glorious Networked Society of the near future. The potential 
unleashed from everything being connected to everything else is amazing. Your alarm clock talks 
to your e-mail app (you can stay in bed a little longer if your inbox has remained empty overnight, 
or if there are no commuting delays). Your car talks to your wallet and to the traffic signal system 
(your car would talk to the traffic lights, but there no longer are traffic lights). Your fitness heart rate 
monitor notices a problem, so it communicates with your doctor’s office (sends the data, makes 
an appointment), your doctor’s office communicates with your health insurance provider and also 
with your office, sending a “note” and getting you the day off.  At the Doctor, you don’t have to 
wait in line, because the schedules of all the doctor’s other patients are similarly coordinated for 
maximum efficiency, both for the patients and the doctor.

The reason all these things flow together so smoothly is that future-you lives in a world of data 
integrity. Not only is the data always as accurate as it can be, but the systems that deal with that 
data all treat it with equal confidence. Given the way your car, the traffic system, and your doctor’s 
office all work together so smoothly, you might easily start to anthropomorphize these systems, 
assigning them personalities, and imagining that they trust each other.

But they don’t. In fact, the way they relate to each other is called a trustless system. Their data is 
continually verified by a system that confirms data integrity. As we’ll see, data integrity is not just 
about the accuracy of the data relative to whatever it’s measuring. It’s about guaranteeing that 
the data has not been modified—whether by accident or deliberately.

So how do we get to this world of absolute data integrity? In the rest of this book, we will examine 
a solution based on blockchain technology by exploring the following topics:

 > What is blockchain technology, and how is it typically used today?

 > Why does the Internet of Things (IoT) need trust and integrity assurance to be successful?

 > How can you use blockchains for integrity assurance?

 > What are some other examples of how blockchain technology is being used?

 > How is Ericsson using blockchain technology to help its customers add value to their services?
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The header includes a hash of the previous block. And this puts the “chain” in blockchain 
technology as you have a chain going all the way back to the first block, known as the genesis 
block. In this way, each block retroactively validates every block that came before it. 

Blockchains can be divided into two types: public (open and distributed) and private (closed and 
centralized). Public blockchains are maintained by an anonymous group of computers whose 
owners don’t know or trust each other. Most owners are motivated to participate because they are 
miners (discussed in the ”Bitcoin Transactions and Consensus” section) trying to gain a reward. 
In order to make sure that the blockchain is not taken over by a group of conspiring miners 
(a situation known as “the 51 percent problem”), inefficiencies are deliberately built into 
the process to keep the participants honest. We’ll discuss those inefficiencies in the section 
”Proof of Work.” 

Private blockchains are maintained by a group of computers that are all controlled by the same 
organization. Trust is no longer an issue, so there is no need for the nodes to work in competition. 
Consensus happens faster and more efficiently, resulting in a better transaction speed and a 
lower overall cost of operation and maintenance. However, these benefits come with the need for 
additional security considerations. The less fault-resistant the underlying protocol that is used, 
the more architectural and implementation-based protection is demanded. 

A blockchain is a distributed database, because copies of it are stored on many computers 
simultaneously. There is no single controlling computer. The validity of a particular version of a 
blockchain is established by consensus amongst several nodes that form a central core. This 
mechanism guarantees that a blockchain never has a single point of failure, making it very difficult 
for bad actors to exploit it. 

What a Blockchain Actually Is

At	its	heart,	a	blockchain	is	a	distributed	database	used	to	track	data	records.

We say block because hashed information, which we will describe as transactions, are stored as 
blocks of data. (The size of a block is arbitrarily determined by the designer of the blockchain.) 
We say chain because all the data blocks are cryptographically interlinked with each other. The 
link comes in the form of a hash. Each block contains two parts: the body and a header. The body 
contains the outcome of concatenation process which create the unique bit-order sheet which is 
a part of the signature.

The Nature of 
Blockchain Technology
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The essential concept is simple. And yet, this technology has a wide range of important 
applications, many of which are still speculative. 

To best understand the operation of blockchain technology it helps to understand a use case. 
And the most well-known one is the Bitcoin cryptocurrency (a digital currency in which encryption 
techniques are used to secure transactions and control the creation of new “coins”).

Bitcoin and Cryptocurrency

Bitcoin was the first widely used cryptocurrency. Its inventor goes by the name of Satoshi 
Nakamoto. Little is known for sure about Nakamoto. It is widely speculated this is a pseudonym 
for one or more people. Nakamoto published a white paper on the subject of a blockchain for 
cryptocurrency in 2008 and the source code for the first Bitcoin blockchain in 2009.

Bitcoin is an example of an open decentralized blockchain. And this is a large part of its appeal. 
There is no central authority, such as a bank, to rely upon in order for it to function. All Bitcoin 
transactions are recorded in a public ledger—the Bitcoin blockchain, which is, by its nature, 
massively distributed.

Any computer that becomes a network member can download a full copy of the Bitcoin blockchain 
ledger. And anyone who knows how to read a blockchain can read within the ledger the entire 
history of Bitcoin transactions. (Even if you don’t know how to read a blockchain, you can view 
Bitcoin transactions as they are reported in real time.)

Nakamoto intended that no two blockchain users would ever have to trust each other in order to 
use the technology. Since all transactions are recorded in the blockchain, it is not possible for one 
party to get away with claiming that a transaction did not take place. It is also not possible for 
a user to make a payment with bitcoins that they do not actually have, or that they have already 
used in a previous transaction.

https://bitcoin.org/bitcoin.pdf
http://satoshi.nakamotoinstitute.org/emails/cryptography/16/%23selection-7.0-11.10
https://blockchain.info/
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Ensuring Good-Faith Participation in Public Blockchains

Open decentralized blockchains, such as the Bitcoin one, require the participation of the many 
computers that host the distributed database. (With closed and centralized blockchains, the 
situation is different. See the “Toward an Integrity Blockchain Solution” section. The people 
who own those computers require an incentive to participate in the Bitcoin infrastructure. The 
process of adding another block of data to a blockchain is called mining. Those who do it are 
compensated in fees, which are, of course, paid in the form of bitcoins. These fees consist partly 
of a percentage of the transaction in question, and partly in the form of freshly minted bitcoins 
that are actually created during the mining process. For any given transaction, only one miner 
can receive the fee. The competition for mining fees is part of what makes the database so 
widely distributed.

Thus, the distributed nature of the Bitcoin blockchain prevents any individual user or machine 
from changing the record, which ensures the integrity of the information contained within it.

Bitcoin Transactions and Consensus  

To initiate a Bitcoin transaction, a user need only send the proposed transaction to any mining 
node in the entire Bitcoin network. This can be done with a user-friendly front end, such as a 
Bitcoin wallet app. The miner will vet the transaction for proper formatting. If the transaction 
is properly formed, the miner will forward it to other nodes, and the transaction will quickly 
propagate throughout the network. 

Each miner collects transactions until it has enough for a block, and then it sets about the work 
of adding that block to the chain. In order to maintain the integrity of the trustless, distributed 
system, it’s not enough for a single miner to add a block to the chain and then tell all the other 
miners. If that were allowed, one dishonest miner could create a long series of transactions, 
racking up a mountain of fees. This would also be a problem because all the transaction data 
would be coming from one place, and the overbearing miner would become a sort of de facto 
central authority.

Proof of Work

In order to keep the miners honest, and the database distributed, the miners compete to be the 
first one to add a new block to the chain. Several aspects of the system work together to facilitate 
this competition. In the Bitcoin network, there are various mining computers with different levels 
of processing power. Some have faster internet connections than others. Meanwhile, various new 
transactions are being submitted to the network all the time, from all around the world. Miners will 
build blocks using the transactions that they happen to receive. A miner in Brazil might be at work 
on a block consisting mostly of transactions from South America, while a miner in China might 
be at work on a block consisting mostly of transactions from Asia. All legitimate transactions 
will be added to the chain eventually, but only one of the blocks under construction will become 
the next block in the sequence. The decision will come down to which of the two versions of the 
blockchain gets distributed to the majority of nodes in the bitcoin network first. But before either 
miner can distribute its proposed chain to the other nodes, it must complete a proof of work. 

Bitcoin utilizes a blockchain to guarantee the integrity of its transaction data.
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The proof of work involves making a hash of the data in the new block. The challenge is that 
the hash must fall within a certain arbitrary range. Of course, most of the data in the block is 
fixed at this point—it’s the transaction data—so it can’t be changed in order to make a different 
hash. Therefore, the miner changes a special number called the nonce. Even a small change 
to a block of data will produce a completely different hash value. So the miner increments the 
nonce, making another hash each time, until eventually the proper hash is produced. After this 
happens, the miner forwards the chain, complete with the new block, to all the other nodes 
in the network.

The Bitcoin system was designed so that proof of work initially took about ten minutes. 
(This interval has decreased over time, but that doesn’t change the fact that the process will 
always be inefficient by design.) This helps to even the playing field between the mining nodes, 
which ensures that many nodes have a chance at producing the winning version of the blockchain, 
which ensures that many nodes will participate in the process, thus ensuring that the database 
continues to be widely distributed.

The need to demonstrate proof of work also has the unfortunate side effect of slowing down 
blockchain operations. The Bitcoin blockchain was the first, and so far it is the best known, 
but its design isn’t necessarily the best choice for enterprise. It was designed specifically for 
cryptocurrency, and its public-facing nature brings certain disadvantages. We will further explore 
the limitations of Bitcoin in the “Toward an Integrity Blockchain Solution” section. 

After a node receives a revised block from another node, it re-calculates the hash, effectively 
checking the other nodes’ work. If it checks out, that node forwards the new copy of the chain 
to other nodes. The version of the chain that reaches the majority of the nodes first becomes 
the new official version of the chain. However, some nodes will take longer than others to 
“realize” which version is the winner. Nodes that are in an in-between state of decision will 
“fork” the chain, keeping two separate versions until the consensus is clear. At that point, 
the unused side of the fork will be abandoned.

Beyond Bitcoin

A blockchain is more than just a decentralized digital ledger. It can contain data as well as 
transaction records. So, a blockchain can contain a contract, the mechanism for enforcing that 
contract, a timestamped record of the contract’s execution, and even the money itself, all without 
the help of a central authority.

By storing immutable records of the contract and its related transactions, 
a blockchain ensures the integrity of the data that informs both the contract and 
its enforcement.
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So we have covered cryptocurrency, in which a blockchain can create an immutable record 
of financial transactions. We have covered contracts, in which a blockchain can store 
(and execute) an agreement in a way that is immune to malicious changes or manipulation by any 
party. And we have covered an example application, in which a piece of art can be registered in 
such a way that no forgery could pass for the genuine article.

These three uses of blockchain technology all deal with confirming the integrity of the data 
associated with the transaction. That feature will become key as we consider how blockchains 
can secure the integrity of the next big leap in the proliferation of networked devices.

Blockchains may also be useful in tracking intellectual property. Any piece of art—a novel, a 
painting, a song—can be reduced to bits. In the case of a novel, those bits might comprise 
a binary file containing the text. In the case of a painting, those bits might comprise a digital 
photograph of the painting, taken from a specific distance using specific settings. This data can 
be hashed, and the hash can be stored in a blockchain, along with an identifier for the owner 
and/or creator. 

Using a blockchain, the ability to verify the ownership of an object is achieved 
through verifying the integrity of the data related to that object. 
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Data Integrity and the 
Internet of Things (IoT)

The Importance of the IoT

The IoT may be better understood by breaking it down into four elements:

1. The widespread use of inexpensive sensor technology by billions of devices to collect data
2. The ubiquitous data networks through which that data then flows
3. The scalable, shared datacenter resources in the cloud, which ingest that data
4.  The analysis of the data (often referred to as big data”), to extract value which justifies 

the considerable investments and challenges involved in the first three parts

From consumer goods tagged with RFID tags to “smart” hockey pucks and ice skates that give 
feedback to apps helping to improve skating and goaltending, from ovens that download recipe 
books to tennis rackets that wirelessly coordinate with a pair of nearby tennis shoes, our global 
culture will come to embrace an ecosystem of everyday objects that talk to us and to each other. 
Ericsson calls this future—where anything that can benefit from a connection will have one— 
the Networked Society.

For an organization that embraces the Industrial Internet of Things—for example, a large medical 
services and supply company—the Industrial IoT will involve smart devices, deployed at scale, 
collecting massive quantities of data every day. Imagine pacemakers or other implanted devices 
updating their host patients’ medical records in real time, with those records being continuously 
analyzed and evaluated. Patients will have visibility into, control over, and greater insight into their 
health, which means they’ll have a better sense of when they actually need to see the doctor.

Meanwhile, the organizations in question will be responsible for collecting and analyzing 
hundreds, or even thousands, of petabytes of data every day. And that data must be trustworthy.

The	 IoT	 will	 involve	 smart	 devices,	 deployed	 at	 scale,	 collecting	 massive	
quantities	of	data	every	day.	And	that	data	must	be	trustworthy.

https://www.ericsson.com/networked-society/essentials
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The Need for Integrity

Organizations that work with critical, sensitive, or regulated data—for example, those that deal 
in energy, healthcare, or transportation—provide vital services to people and companies in 
a variety of areas. For those organizations, a serious data failure could be catastrophic, not 
just for them as service providers and for their customers, but for whole industries, for major 
facets of the economy, and for the health and safety of employees and end users in a variety 
of situations.

For example, in 2015, hackers infiltrated Sony Entertainment’s network and later released 
confidential e-mails and unreleased movies to the public. But how can Sony know that the 
damage ended there? Just because only e-mails and movies were released to the public doesn’t 
mean that only e-mails and movies were affected. How can anyone be sure, for example, that the 
hackers didn’t also tamper with Sony’s internal data?

A worse (nightmare) situation could occur with a big healthcare provider. What	 if	 a	 hacker	
accesses	 a	 patient’s	medical	 records,	 changes	 the	 information	 about	 the	 person’s	 blood	
type,	and	then	the	person	dies	from	a	transfusion?	It’s the ultimate in worst-case scenarios. 
Someone has died, and you no longer know if any information in any patient record is correct. 
Suddenly, it’s impossible to know what’s real and what isn’t.

Data integrity also comes into play in the industrial supply chain. For example, an enterprise that 
manages a thousand computerized machine tools distributed across 10 facilities cannot send 
someone around to manually confirm that each one has the right configuration and software. It 
must be able to guarantee, remotely and at scale, that all setups are identical.

And in the future, where control of machines such as driverless cars will dependent on the 
software and the sensor data they use, a lack of data integrity (due to error or malice) could lead 
directly to death. And it would also undermine the public’s trust in both the technology and in the 
companies and organizations behind it.

To prevent such nightmares from coming true, it’s necessary to find a way to trust the integrity of 
your software, your data, and your infrastructure on an ongoing basis.

http://www.vanityfair.com/news/2015/10/sony-ceo-hack-emails-amy-pascal
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Blockchains as 
Integrity Providers
How Can Blockchains Bring Integrity Assurance to the IoT?

Traditionally, in the business of security in information technology, there have been three enemies 
to protect against: loss of confidentiality, loss of integrity, and loss of availability. Most end users 
think about security primarily in terms of confidentiality or availability. They may worry about the 
content of correspondence being made public or old messages being lost, but who checks to 
see whether their e-mails have been changed? As the IoT becomes a bigger part of daily life, a 
huge focus will be needed on preventing the loss of integrity. After all, when you’re talking about 
scalable, cumulative, continuous data analysis, the integrity of every piece of data matters, no 
matter how far back in time that data might have been gathered.

Because a blockchain is a distributed database that uses hashes to connect the blocks of data 
that make up the database, it’s ideal for validating data integrity. This can be done a number of 
different ways, depending on the implementation. The data might be stored, in encrypted form, 
in the blockchain itself. Or a potential hash of a secret key might be stored in the blockchain. Or 
hashes of the data. Or some combination of those methods. The point is that neither a malicious 
actor nor a technical failure can modify the data in question, not even one (literal) bit, without that 
modification being noticed by a check of the blockchain. And since a blockchain is distributed, it 
is virtually impossible to both modify the data and alter the blockchain itself in a corresponding 
way. Because the blockchain can be maintained by hundreds or thousands of stakeholders, the 
vast majority of its copies will always consist of the correct data.

It’s also useful to consider the type of security that blockchains are replacing. For decades, the 
standard in confidentiality and integrity has been asymmetric encryption models for example 
those based around PKI. Using PKI means transmitting encrypted data, which can be decrypted 
only by using a special key. This approach was primarily designed to solve the problem of 
confidentiality. Later, the same approach was developed to provide a solution for integrity 
assurance. But the reliance on keys, and the need for the infrastructure to securely manage those 
keys, limits its scalability and practicality for the IoT world.

Quite often in the IoT, the main concern changes from data confidentiality to data integrity. Instead 
of being concerned about whether the data sent by a heart monitor is being observed, we are 
more immediately concerned with the question of whether it is being changed. And instead of 
relying on a key that is stored outside the network, we can rely on a blockchain: a distributed 
database that is part of the network, but that is inherently incorruptible. 

Neither	a	malicious	actor	nor	a	technical	failure	can	modify	the	data	without	that	
modification	being	noticed	by	a	check	of	the	blockchain.
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How Do Blockchains Address the Specific Challenges Facing 
Enterprises Working in the IoT?

Let’s consider some other reasons why blockchain technology is good for data integrity.

 >  The data in a blockchain cannot be changed. Of course, data in the systems that interface 
with a blockchain will change during the normal course of business. But the blockchain itself 
contains an immutable record.

 >  Blockchains can facilitate the integration of disparate systems. For example, how do you 
know that the data in the CRM system used by your sales team actually made it, intact, into 
the ledger application that is provided by a different vendor and used by your finance team? 
You know because the data will be hashed in both places and checked against a blockchain.

 >  Blockchains don’t have to depend on a central authority. Every miner is just as important (and 
unimportant) as every other. They each have an identical copy of the database. Therefore, there 
is no single point of failure. Any computer participating in a blockchain could be corrupted or 
destroyed, and the blockchain would stay intact.

 > With a blockchain-based solution, zero-day data integrity attacks may be detected right away.

Blockchains	don’t	depend	on	a	central	authority.	Therefore,	there	is	no	single	
point	of	failure.
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Toward an Integrity 
Blockchain Solution

The Limits of a Bitcoin-Type Architecture

Bitcoin was the first (and is the most famous) use of blockchain technology. But let’s take 
a moment to discuss why such an open distributed architecture isn’t the blockchain for 
every situation.

The limits of such an approach include:

 >  Speed. According to a 2014 study, the Bitcoin blockchain processes only about seven 
transactions per second. Considering that there is only one Bitcoin blockchain and it is being 
used by many organizations and individuals around the globe, that rate doesn’t bode well for 
further scale.

 >  Proof-of-work requirements. As discussed in the section “The Nature of Blockchain 
Technology”, the Bitcoin blockchain depends on participants, who are incentivized to get 
involved because they are rewarded for Bitcoin mining. Although the mining process keeps 
miners honest, it also forces them to waste resources and electricity. 

 >  Scale. Traditional blockchains such as the Bitcoin blockchain grow linearly with the number 
of transactions. The more they are used, the more cumbersome they become. Also, there is 
an ongoing controversy about the size of Bitcoin’s data blocks, which must be determined by 
consensus and which affects the efficiency of the system.

Aspects of a Desirable Data Integrity Solution 

So we’ve established that data integrity requires a blockchain-based solution, but that, for most 
enterprises, Bitcoin isn’t it. So what is?

Enterprises building IoT solutions need a blockchain-based technology that is:

 >  Fast. We want a solution that is limited in speed only by the processing power and the type of 
physical connections between the nodes.

 >  Efficient. Proof of work should not be required. The machines that maintain the blockchain 
should be working together, not in competition.

 >  Scalable. We need a blockchain that does not quickly grow into a large, cumbersome file that 
impedes the process.

The	Bitcoin	blockchain	was	the	first	blockchain,	but	it’s	not	the	right	choice	for	
many	enterprise	deployments.
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So now we’ve covered the disadvantages of Bitcoin. But most of the scenarios that we’re going 
to consider don’t involve cryptocurrency per se. Let’s consider some important aspects of an 
enterprise-oriented blockchain solution:

 >  Signing data. A baseline must be provided for the integrity state of your network and digital 
assets. This concept is called a clean-state proof. By collecting, analyzing, correlating, 
and reporting this evidence, you can build an integrity snapshot of the network, as well as 
important digital repositories and archives.

 >  Continuous verification. Data signing is followed by continuous data signature verification to 
determine whether your network is still free of compromise, and whether the clean-state proof 
is still valid. Any unauthorized change to the integrity state represents a data compromise, 
whether the compromise is internal or external, and can be detected with 100 percent 
certainty and accuracy.

 >  Security operations. Integrity information afforded by the continuous verification of the clean-
state proof should then be ingested by some kind of Security Operations Center (SOC) 
software, in order to provide an understanding of the state of applications and digital assets.

Finally, we want a replacement for PKI as an integrity solution. PKI was designed for confidentiality 
to encrypt messages in a pre-internet era. Its focus on data in transit (as opposed to data in 
stasis), and its reliance on a private key, make it less than ideal for modern data security needs.
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Use Cases
Using the data integrity solution that we aspired to in the last section, let’s consider two situations 
in which we can put such a solution to use.

Use Case #1: The Connected Car

Suppose that, after Tesla released their patents in 2014, your company picked up the ball, and 
started designing the next generation of smart cars. You’re the Chief Security Officer (CSO), and 
your job is to make sure that your cars don’t get hacked.

These are some of the nightmare scenarios that you’re trying to avoid:

 >  A hacker modifying data while the vehicle is in motion, generating chaos by, for example, 
causing the car to think that it’s out of power or that it’s going much slower than it actually is.

 >  Malicious software being installed in the car. Maybe this software will cause the car to suddenly 
slam on the brakes or drive itself somewhere where it can be stolen.

 >  The owner of the car modifying its data in inappropriate ways, such as to roll back the 
odometer to give the vehicle better resale value.

 >  A car crash, after which the car’s “black box” data about the incident cannot be confirmed 

and is, therefore, no good to insurance companies or law enforcement.

These scenarios treat the car as a standalone system. In reality, it will be part of the IoT, constantly 
in contact with other networked devices—the driver’s phone or watch, other cars on the road, 
smart traffic management systems, weather satellites, and so on. The potential for widespread 
damage is considerably greater. Even if no one is hurt, the reliability of every system involved can 
be called into question. 

A	 smart	 car	 is	 part	 of	 the	 IoT,	 constantly	 in	 contact	 with	 other	
networked	devices.

https://www.tesla.com/blog/all-our-patent-are-belong-you
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What can a proper data security solution do to counter these threats? 

 >  Complete attribution. Know for sure where all the data is coming from, and that it is secure. A 
car may variously pull data from wireless telco (while driving), your home Wi-Fi (while parked in 
your garage), or Bluetooth (from your phone). Each of these networks needs to be secure, and 
the level of security needs to be consistent across service providers. Getting a new phone, 
switching telco providers, or using your neighbor’s Wi-Fi shouldn’t compromise the security 
of the data in your car. If it does, it shouldn’t be possible for that particular connection to be 
made, even accidentally.

 >  Massive-scale integrity. Every system involved—the Wi-Fi connection, the software update 
application, the custom settings for how a certain driver likes the air conditioning and seat 
position—should be verifiable for the absence of compromise.

 >  Forensic auditability. It should not be possible, after a breach, for an analyst to say, “Eh, there 
are so many interlocking systems here, it could have been any combination of things.” Every 
part is secure in itself, and every organization involved uses a transparent process that can be 
vetted and examined at any time.

 >  Monitoring. Real-time monitoring with integrity instrumentation prevents data loss and 
enables the observation of changes to state, access, custody, and identity. In other words, 
all the data coming in and going out is continuously scrutinized to verify that it changes only 
when it should, it’s going where it’s meant to go, and it’s arriving from the right sources, with 
the best security practices intact.

 >  Service lifetime extension. Legacy systems that can’t supply the proper integrity themselves—
such as a user’s outdated cell phone—can still be integrated, with additional provisions made 
to ensure the integrity of the data going to and from those systems.

How does all this relate to blockchains? Well, it’s through a blockchain that the security provider 
confirms the integrity of the data. Every moment that the car is activated, all its data can be 
hashed. Those hashes are sent to a secure server communicating with a private blockchain. A 
newly arrived hash is compared to a hash from the previous moment. If the only thing that has 
changed is the timestamp, then the integrity of the data is assured. If other parts of the hash 
have changed, then an instantaneous evaluation is done as to what changed, and whether that’s 
something that should have changed. Then the hash for the new data and timestamp is added to 
the blockchain, and the process begins again.

Let’s talk about how all this affects the bottom line:

 >  For the car owner: insurance premiums can be lower. The insurer can know that the software 
and sensor data is secured and can factor that into calculating a premium.

 >  For the car manufacturer: data and insight translate into many opportunities beyond the sale 
of the car itself. The customer becomes an end user who generates data. That data can be 
brokered, and also used to improve supply chain logistics and to facilitate troubleshooting. 
The data can be aggregated across other business segments, such as finance, insurance 
(assuming insurance will even exist in its current form), parts, supply chain, after-market, and 
road authorities.

Use Case #2: The Smart Power Grid

 In this scenario, you work as the CSO for a power company, and you’re in charge of rolling out 
smart metering and network control in a certain area. You’ll be metering the electricity usage of 
homes and businesses with state-of-the-art data collection and analysis systems. Air conditioners 
and lights will switch off when not in use. The electricity usage of routers, computers, and home 
appliances will also be tracked and optimized. 

Your job is to address the following concerns, among others:

 > Malware attacking the system that regulates the supply based on usage. 

 >  Preventing zero-day vulnerabilities. Bad data could cause you to burn energy unnecessarily 
for days, causing you and customers unnecessary expense, until someone notices that a light 
is on in an empty room.

 >  Data tampering. Even though your customers appreciate your service, they may be tempted 
to change the data, to make it look like they owe you less money than they actually do.
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To address these issues, your enterprise will want a solution to secure the integrity of the network 
as well as the management and billing systems. This system needs to give you real-time integrity 
checks on management and control software, and on any resulting data that is part of the entire 
power ecosystem. When you have this ability to secure your infrastructure and continuously trust 
its integrity, then you have the ability to:

 >  Flag when software has been tampered with so it can be automatically sandboxed and 
investigated without harm to industrial assets.

 > Automatically detect any tampering immediately, thereby preventing zero-day attacks.

 >  Ensure the data is secured end to end from the sensor at the edge of the network all the way 
through to the datacenter. Hidden tampering of sensor information is impossible.

As with the smart car example, the primary need here, underlying all the above requirements, is 
for a customized and privately run blockchain.

The Business Value of Industrial Integrity

Eventually, using blockchains as a tool to ensure data integrity will probably become as standard 
as using HTTPS to secure online (human-initiated) credit card transactions. But until that time, 
companies that use blockchains have a capability that adds significant value. Value that can be 
used to generate revenue or to reduce expenditure.

Integrity as a Premium Feature

If your business uses a blockchain to validate your data and your competitor doesn’t, what exactly 
is the difference? The difference is that you are providing a level of security that guarantees 
the ability to trust your digital infrastructure, at any time—without relying on any one person, 
machine, or partner organization. Industrial organizations looking to add premium offerings are 
going to be deploying blockchain-based solutions, and pricing their services accordingly.
A trust relationship without measurable proof usually takes years to build, but only a second to 
destroy. A blockchain can strengthen a brand by providing verifiable data integrity to customers. 
This is a matter of conditional trust versus unconditional trust. People can relate to and 
comprehend conditional trust because they can see and measure it. But unconditional trust 
depends on personal belief systems (for example, faith in the person or organization you are 
dealing with) and personal experience built up over a long time.
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Compliance Automation

If you work in a regulated industry, your business may need to show proof of compliance with 
certain laws or standards in order to keep your insurance premiums low. Compliance evaluation 
is often a manual, slow process carried out by external auditors. But whether or not you’re in 
compliance shouldn’t be a question of your employees’ actions or inactions. And an auditor 
shouldn’t have to spend much time with your data to confirm that you’re doing the right thing. 
Instead, compliance can be automated, through a blockchain-based solution, the value of which 
can be mathematically proven. For more details, see the use cases in the “Use Cases” section.

Integrity as a Tool for Risk Management

Your customers may not know or care about blockchains, but they care about efficiency, 
consistency, and reliability. For all the trappings and perks that you package with your service 
to get your customers excited about it—the automated reports, the real-time analysis, the ease 
of comparing this month to the same month last year, the alerts when something goes wrong—
you’ll know how much they love those things when they call you to ask why those things have 
suddenly stopped working.

Data	validation	means	consistency	of	service,	and	that	makes	everyone	happy
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Ericsson Data 
Centric Security
What Are the Key Features of Ericsson’s Solution?

The Ericsson Data Centric Security solution is a blockchain-based approach for verifying the 
integrity of a customer’s data. It uses a Keyless Signature Infrastructure (KSI). Keyless means 
that, unlike some other data encryption frameworks, there is no requirement for a public key and 
a private key to encode and decode the data. (There are still keys, but none of them have to be 
private.) Signature means that the data being verified is “signed” with a hash and a timestamp. 
Infrastructure means that the solution includes many components beyond a blockchain, including 
hardware, software, and support.

KSI essentially replaces PKI as the solution for validating data integrity. As discussed above, PKI 
is best suited for ensuring confidentiality, and relies on private keys that must be managed and 
kept secure. KSI allows for the verification of the integrity of data without this overhead.

Before examining in detail how the solution works, let’s explore briefly how it addresses the 
challenges you have when using an open, decentralized blockchain architecture such as Bitcoin.

 >  Speed. As mentioned earlier, the Bitcoin blockchain can handle only about seven transactions 
per second. That’s partly because that particular blockchain is available for public use by 
any person or organization. Using a public blockchain is technically free, but, as with all free 
systems, users end up paying indirectly in the form of lost efficiency, lack of guarantees, and 
lack of support. Since Ericsson controls the number of servers that make up the Ericsson Data 
Centric Security blockchain, there will never be an issue with transactions that take too long 
due to too much demand. In fact, Ericsson Data Centric Security functions in virtually real 
time, verifying the integrity of your data moment by moment.

 >  No proof of work required. Enterprises that use open blockchains depend on the efficiency 
of the whole public blockchain ecosystem. And that ecosystem is, by definition, extremely 
inefficient. That’s because, as mentioned in the section “The Nature of Blockchain Technology”, 
the computers that are adding new data to the Bitcoin blockchain (for example) are competing 
to show that they dedicated the most CPU cycles to solving a math problem. But the solving 
of the math problem is not strictly necessary to create the blockchain. Insofar as calculations 
are necessary to hash the data and extend the chain, it’s wasteful for those same calculations 
to be performed by thousands of competing miners.
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Ericsson Data Centric Security blockchain servers are less like competing miners and more like 

members of a team of cryptographers working in harmony.

Ericsson Data Centric Security’s unique KSI blockchain platform is built with Ericsson’s industry-

grade infrastructure.

This blockchain platform allows any organization and their developers to solve difficult security, 
commercial, and governance problems using a blockchain via distributed computing and smart 
contract systems.
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Key advantages of the Ericsson Data Centric Security KSI blockchain compared to 
other blockchains:

 > KSI implements a highly scalable, resilient, and performance-orientated architecture.

 >  KSI has many use cases, with broad performance specifications, in terms of responsiveness, 
the core decision time cycle, and transaction round-trip time.

 >  The timestamp and the original hash preserved in the KSI signature effectively create a 
singular timeline around which all events can be understood. This allows events to be tracked 
and patterns to be observed.

 >  The KSI signature has a fixed signature length and, therefore, a predictable outcome, which 
means that the future size of the ledger is known and can be dealt with from an availability 
and infrastructure point of view, whereas other ledgers are somewhat unpredictable due to 
dynamic factors of unfixed length, the size of blocks, and an unknown number of transaction 
contributors. The more contributors or miners, the larger the blocks.

 >  The KSI multipurpose architecture allows the KSI blockchain to be deployed in many 
different verticals.

The primary use industries and verticals that are adopting Ericsson Data Centric Security are:

 >  IoT—device identity, device integrity, and critical data integrity

 >  Cloud—private, public, and hybrid; identity handling; infrastructure integrity; software integrity; 
business-critical data integrity; and data sovereignty

 > Transport—digital integrity of digital transport transaction systems

 >  Utilities—industrial control security, industrial integrity of PLC and SCADA configurations, and 
data instructions

 > Banking and insurance—integrity-based contract and transaction models

 >  Legal and regulatory compliance—integrity-based monitoring that utilizes the capability of 
continuous auditability across all digital assets and infrastructure
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Conclusion

The Internet of Things (Iot) is upon us, and enterprises operating in the IoT will require solutions 
to ensure the integrity of the data, applications and infrastructure. The best approach to this is 
based on a distributed, hashed, and timestamped database: a blockchain. 

By giving an enterprise the ability to detect, withstand, respond to, and recover from security 
attacks or breaches, Ericsson Data Centric Security provides the confidence to invest in 
digital industrialization.

It provides enterprises with a way to answer one of the most difficult security questions in a 
networked economy: “Do you trust your data?”

For further information on Ericsson Data Centric Security please visit:  
http://www.ericsson.com/hyperscale/cloud-infrastructure/data-centric-security

To learn how Ericsson is transforming the world’s IT Cloud Infrastructure please visit:
http://www.ericsson.com/hyperscale

http://www.ericsson.com/hyperscale/cloud-infrastructure/data-centric-security
http://www.ericsson.com/hyperscale
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Appendix: Other Uses of 
Blockchain Technology
Today, there are many blockchain projects. Some are public (open source) and some are private 
(usually commercially oriented). They include:

 > Bitcoin, which allows users to make payments while circumventing banks

 > Du, which uses a blockchain to transmit electronic health records securely

 > Eris, a private smart-contract platform

 > Ethereum, a smart-contract platform

 >  Filament, for collecting and analyzing data from remote areas that can’t always be connected 
to the internet

 > Florincoin, a platform for tracking intellectual property and social media messaging

 >  Folding@home, similar to SETI@home, but focused on solving problems related to the 
molecular structure of proteins

 > Hyperledger, for interbank clearing

 > Namecoin, a decentralized DNS system that circumvents censorship

 > Ripple, a bank transaction model that will replace SWIF

 >  SETI@home, a crowdsourced search for extraterrestrial intelligence, whose members are 
rewarded for the use of their computing cycles via blockchain technology

 > Stellar, which aims to bank the unbanked and serve the under-served

 > Tendermint, a public smart-contract platform

 > Zerocash, which allows users to make anonymous payments with unregistered funds

https://bitcoin.org/en/
http://www.thenational.ae/business/technology/du-to-use-blockchain-for-health-records
https://erisindustries.com/
https://www.ethereum.org/
http://fortune.com/2015/08/18/filament-blockchain-iot/
http://bitcoinist.net/exclusive-qa-with-joseph-fiscella-florincoin-and-decentralized-applications/
https://folding.stanford.edu/home/
https://www.hyperledger.org/
https://wiki.namecoin.org/index.php%3Ftitle%3DWelcome
https://ripple.com/
http://setiathome.ssl.berkeley.edu/
https://www.stellar.org/about/mandate/
http://tendermint.com/
http://zerocash-project.org/
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